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2 Oracle VirtualBox &S
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L y work with your computer

iRE EE(H)... ™
FEFIEEE(R)

#=H(Q) Ctr+Q  jation or cloud formats

Refer to the VirtualBox documentation or press F1 for help.

Visit virtualbox.org to download test builds, access the source code, and more.




=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiesR%s 50GB

0" VirtualBox - Preferences

— K

Default Machine Folder D

VRDP Authentication Library J§ VBoxAuth

@A
VirtualBox B328 (V)  &k#iEs(M)

218
Extensions Ctrl+T

Home

Machines

AHBA(H)




=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiesR%s 50GB

2 Oracle VirtualBox ZEES
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Get started with VirtualBox

Configure VirtualBox Manager to work with your computer

Create a3 new virtual machine (VM)

Open a saved VirtualBox VM

Import a VM from open virtualization or cloud formats

Refer to the VirtualBox documentation or press F1 for help.

Visit virtualbox.org to download test builds, access the source code, and more.
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2 New Virtual Machine

W Virtual machine name and operating system

VM N2mic™ Business-01

VM Folder = D:

120 Image \\Fedora-Workstation-Live-x86_64-38-1 5.is0|
0S Linux
0 Distribution Fedora

UZ Version Fedora (64-bit)

[ ] Prot gith linstandad Inchalbsis

D Set up unattended guest OS installation

D Specify virtual hardware

> Specify virtual hard disk

[ FERS(F) | ERE(C)
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2 New Virtual Machine

> Virtual machine name and operating system
D Set up unattended guest OS installation
- Vv Specify virtual hardware

B M 10y = 1 e —— 4096' MB

ldsi=istsi=tat=intsi=tatnivtsisintsi=tattntstatatnbat 15505 1

4 MB 131072 MB
Number of CPUs =e————————

1CPU 28 CPUs
(] Use EFI

> Specify virtual hard disk

£HBA(H) [ FER(F) | | EEE(C)
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> Virtual machine name and operating system
> Set up unattended guest OS installation
> Specify virtual hardware
=1 W Specify virtual hard disk
© Create a New Virtual Hard Disk
BB IRABILIETOA] -
D:\Business-01\Business-01.vdi
Disk Size —
4.00 MB

-Hard Disk File Type and Format

VDI (VirtualBox fizfgeai%) ) TREERETEREAINF)

O) {FREAEM EEHNBIEFR(S)

() Create Virtual Machine Without a Virtual Hard Disk

HBA(H) [ (R |  EBAE©
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LTV =B

GRUB wversion 2.06

‘ | Start Fedora-Workstation-Live 38

Test this$ medla &« Startc reaora-Workstation-Live 38
Troubleshooting —->

Use the T and ! keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands

3

before booting or ‘¢’ for a command-line.

BONIT #NE DS @ ORghtcul
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LTV =E

Welcome to Fedora Aug 19 08:09

. Welcome to Fedora!

This live media can be used to install Fedora or as a temporary system.
Installation can be started at any time using the install icon in Activities.

Install Fedora...

.h{ r

Not Now

BT S 6 B Right ctrl ;
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Activities 6 Installto Hard Drive Aug 19 08:08

—

fedora
WORKSTATION

=

=iE A

FEDORA 38 &5
REN !

EXiD(ER FEDORA 38 ©
B EREEESRE ?

iz Mandarin Chinese AR (RE)

duyeall Arabic HERX (87)

ERPX (PEARANBDEBHTHE)

English English
Francais French
Deutsch German
BARE Japanese
Pycckuit Russian
Espariol Spanish
Afrikaans Afrikaans
A9ICE Ambharic
TR Biimscaaia

BONF &NE LS & B Rt cal ;
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fedora
WORKSTATION

=

A ERATESEZE, SEEnEEStERMEE,
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FEDORA 38 T

B HY
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sda / 50 GiB =]}
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RERRES
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£ Oracle VirtualBox 25

G OO

d 8§ &8 =

Business-01
: Fedora (64-bit)

Business-01

tet:
i Es:

mfEiEEs: {2

FHEs: IDE

DE F£32F 0: [Fri%4¥] Fedora-Workstation-Live-x86_64-38-1.6.is0 (1.96 GB)
135 SATA

SATA 18 0: Business-01.vdi (123, 50.00 GB)

L =F

EiHBEENTET:

EHIIEE: ICH AC97

[l

#iE+ 1: Intel PRO/1000 MT Desktop (NAT)
# uss

EJ_’SBF ﬁ]s;';: OHCI, EHCI

oo ma oy
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# Business-01 - Settings

VM Name Business-01

0S Linux
0S Distribution Fedora
0S Version Fedora (64-bit)

F¥
EiwtR(M)  RIREB(P)  ImEL)

gase Memory = ® 4096 Mb

4 MB 131072 MB
Boot D¢ vice Order (BIOS only) B &
= ee O
HREERK () O #*¢
() & 183

Chinset DITX3

EHE T mE

RABA(H)
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& Business-01 - Settings

s
A+l AE+F2 HER3 HEF4

BRI R (E)
Attached to MEREHEIHEF v
Name VirtualBox Host-Only Ethernet Adapter
Adapter Type Intel PRO/1000 MT Desktop (82540EM)
Promiscuous Mode 3E43
MAC Address 080027103826
Virtual Cable Connected

USB
EIHE

HREERK MR 1 GEIEE 2 GEER 3 GEIEE 4
ERE AT () RiFAseIH8(E)
AL $HBA(H)
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18 LTV

Fedora Linux 38 (Workstation Edition)
Kernel 6.2.9-380.fc38.x86_64 on an x86_64 (tty3)

fedora login: root

[root@fedora ™J# _

{5 HostnameCtl B #4215

# hostnamectl set-hostname Business-xx



38 Sk )
E;

R

EWRFEH. THE8

s 18 A =iE Eekl

[rootBfedora ~1# ifconfig

Iean$3:

f lags=4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 15600

inet 18.8.2.15 netmask 255.255.255.8 broadcast 18.8.2.255

inetb fe8B::6551:2d42:a8c9:d486f prefixlen 64 scopeid Bx28<1ink>

inetb £d17:625c:fB37:2:98d7:5d54:e51:7a9 prefixlen 64 scopeid BxB<global>
ether|08:88:27:18:38:26 | txqueuelen 1888 (Ethernet)

BUTES 326346486 (311.2 MiB)

RX pacKets 2Z98655

RX errors B dropped B8 overruns B8 frame @
TX packets 22583 bytes 1514991 (1.4 MiB)
TX errors B dropped B overruns B carrier @

collisions @

il udev BEFATHE

&#
ig=

i Lt A
setcsudevsrules.d/90-eth.rules

GNU nano 7.2

ATTR{address}=="08:00:27:10:38:26" ,NAME="Eth0"

# nano /etc/udev/rules.d/90-eth.rules

ATTR{address}=="Mac Address”,NAME="EthQ”



EWRFEH. THE8

BT RR

# reboot

e

BE THds 18 LTV 1y AHEH

Fedora Linux 38 (Workstation Edition)
ernel 6.2.9-300.fc38.x86_64 on an x86_64 (tty3)

usiness-01 lpgin: root
assword :

ast=tegin: Tue Aug 19 21:04:01 on tty3
frooceBusiness-01 T1# ifconfig
‘Etho: flags~4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1500

ineét 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255

inetb fe80::c?e?:487f:9868:694e prefixlen 64 scopeid 0x20<1link>

inetb £d17:625c:f037:2:196c:e2fc:aBd3:3ceS5 prefixlen 64 scopeid Ox0<global>
ether 08:00:27:10:38:26 txqueuelen 1000 (Ethernet)

RX packets 35 bytes 5147 (5.0 KiB)

RX errors 0 dropped 0 overruns 0 frame O
TX packets 77 bytes 8921 (8.7 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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SHEHE ASTREE

H(C) AR
HEAN 8% IPvA IPvE 22

Pva 553k 8% (DHCP)

it

F IR i
192.168.1.1 255.255.255.0 192.168.1.254

DNS

192.168.1.254

FHRER

RUEERZER@B AR A EALLER0)



SELinux

e
BE tHda festf L TTVN =TT

[root@Business-01 "~ 1# getenforce

nforcing
[rootPBusiness-01 ™ 1#

#FF SELinux &

# getenforce

Fedora EAFBBA AL SELinux R, ~FEMEESNXE, BEEFNAIZEEH,



ByuERAE

#3T RDGroup ##i
# groupadd RDGroup

3T RD01 ~ RD50 &

# nano users.sh

GNU mnano 8.3
i seq —f "#82g" 1 1 58

foriin $(seq -f “%02g” 1 1 50)

do

useradd -g RDGroup -s ~sbinsbash "RD"Si useradd -9 RDGroup -s /bin/bash “RD”$i
echo “RD2025@” | passwd --stdin “RD”$i

done

"RD2B25B" passud stdin “RD"S

# sh users.sh



RESSHIRYS, HAUERIRS 2424, EfREF RDO1 ~ 10 EAEEMR, FREF root EA

#A SSH et
# nano /etc/ssh/sshd_config

EE! =2 ssh_config

A RDO1 ~ 10 [FHEES

1 lowlsers RDB7 RD18

AllowUsers RD0? RD10

AR root BA

PermitRootLogin no



RESSHIRYS, HAUERIRS 2424, EfREF RDO1 ~ 10 EAEEMR, FREF root EA

HEOEEIEA 2424

Port 2424_

# semanage port -a -t ssh_port_t -p tcp 2424

E B SSH Server

# systemctl restart sshd



R HTTPS IR

&t Web Server
# yum install httpd

ERE htpasswd
# htpasswd -c /etc/httpd/.htpasswd root

[root@Business-01 ~1# htpasswd -c setc/httpd/.htpassud root
ew password:

e-type new passuword:

Adding password for user root

[root@Business-01 “1# cat setc/httpd/.htpassud
oot :Sapr1$KC4MKhk4SgP0/obWW Y27 f2gdxb3Z23u1
[root@Business-01 ~1# _




BT SSL &/

#vim /etc/ssl/cert.cnf

REmMAEM NS
E R BEER

# openssl req -new -nodes \
-sha256 -utf8 \

-newkey rsa:2048 \

-keyout /etc/ssl/private/ksvs. key \
-out /etc/ssl/ksvs.csr\

-config /etc/ssl/cert.cnf

R HTTPS IR

[ req |

distinguished_name

req_extensions

prompt

[ req_dn ]

C=TwW

ST = TW

L=TW

0=TwW

OU = TW

CN = ksvs.khc.edu.tw

emailAddress = root@ksvs.khc.edu.tw
[ req_ext ]

basicConstraints = CA:FALSE
keyUsage = digitalSignature, keyEncipherment
subjectAltName = @alt_names

[ alt_names |

DNS.1 = linux.ksvs.khc.edu.tw

DNS.2 = old.ksvs.khc.edu.tw




R HTTPS IR

[ Host-01 HHEEERE
#D{ER

EREEMARERARERARSE - B7 B4 APRNEMBLAES « MULIERGE R BN S BREBAMBTNG S - SFW/M B8B4G -
PARARISRZE KAV BREMEIRATEM LR TIF -

Sl UERE @M, - TRSRIEMEN (CA) &R - BREGLWEBRHFHE (CRL) - AERH MEZRAORE -

NF AR Active Directory RBRIEME L EN - 552/ Active Directory BB

EBETE
ERED




[ Host-01 (HFEE

EREGE

R HTTPS IR

AR IERE AR
ks =g i

oy 30 EREBEEK
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[ Host-01 HHEEERE

fER R R R B EK

MRTEE CARZ—ECRENEX B4 [CRENER) ARG - i EINEIGERFES (Hli0: 4856 k3%) /) Base-64 #H# CMC 3 PKCS
#10 BBk - o PKCS#7 B &KL -

CEFIYESR:

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

B A

HAbgEE:

Attributes:




R HTTPS IR

[ Host-01 HHEEERE

RRBERRABHER

MREEE CARRZ - BERTHNEX - € [SRTOZKR] SRS - i ESNIRERTEL (BIM0: BERERR) B9 Base-64 & CMC 2 PKCS
#10 RAEKAE « 5L PKCS #7 B EKTR -

CfEFrEsk:

ertificate request
(CMC or fQFgoeABOnublKr
PKCS#100or |[-———- END NEW CERTIFICATE REQL

PKCS #7):

Attributes: J

ez >



R HTTPS IR

[ Host-01 HHEEERE

BRECRL

"Rggzajﬂuuﬂ }‘fﬁfﬂz\ 2

® DER & 3 OBase 64 &Rl

ME S

t ﬁ& P YT - 5
TR

LLE R b

# openssl x509 -inform der -in certnew.cer -outform pem -out /etc/ssl/ksvs.crt
TEEE EE RS



g SSL 4R

# yum install mod_ssl

R HTTPD X EE

nano /etc/httpd/conf/httpd.conf
ECENBINEA

SSLEngine on

SSL CertificateFile
SSL CertificateKeyFile

R HTTPS IR

isten 80
Listen 443 _

<UirtualHost *=:443>
ServerName old .ksvs.khc.edu.tw
DocumentRoot "/var/wasold"
RedirectPermanent ~ http:/-192.168.248.2608
SSLEngine on
SSLCertificateFile "setc/ssl/ksvus.crt”
SSLCertificateKeyFile "setc/ssl/privatesksus.key"
</UirtualHost>

<UVirtualHost *:443>
DocumentRoot ‘'/var /sl inux"
ServerName linux.ksvs.khc.edu.tw
SSLEngine on
SSLCertif icateFile "/etc/ssl/ksvus.crt”
SSLCertif icateKeyFile "setc/ssl/private/ksus.key"”
<Directory "var/was/linux'>
AuthName "Private”
AuthType Basic
AuthUserFile “"/etc/httpd/.htpasswd"
Require user root
</Directory>
</VirtualHost>




ERE SAMBA %

mkdir -p /shared/Feusr
chmod -R 755 /shared/Feusr

nano /etc/samba/smb.conf

MALLTE&%E

[Feusr]

path sshared /Feusr
public = yes
guest ok yes

browseable yes
read only yes
writable no

E R SAMBA

# systemctl restart smb



ERE SAMBA %

MALLTE&%E

semanage fcontext --add --type “samba_share t” “/shared/Feusr(/.*)?”

restorecon -R /shared/Feusr



R ¢ il

Fo B I8 B R A i

FAM HTTPS ( i Port 443 ) E#R
# firewall-cmd --add-port=443/tcp --permanent

BAM HTTP ( Z Port 80 ) s&#R
# firewall-cmd --add-port=80/tcp --permanent

FiK SSH E#R (REE X TE Port 2424)
# firewall-cmd --add-port=2424/tcp --permanent

BT SAMBA E#R
# firewall-cmd --permanent --add-service=samba



R ¢ il

EFTA I EASGE

# firewall-cmnd --reload

# firewall-cmd --list-ports
# firewall-cmmd --list-services

: # firewall-cmd list-ports
OB /tcp 443/tcp 1825-65535/tcp 1825-65535/7udp
# firewall -cmd list-services

lhcpuwb-client samba samba-client ssh
.




