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B - 8258 X EEae-EEE
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PowerShellfij&, HIIRERTMIER Branch-xx2 & Sales01~100({RE ¥ ) 50FE iRERE, TAET
SRMITZ.

# 37 RDO1 ~ RD50 %

for ($i=1; Si -le 50; Si++) {
# BREM A4 RDO1, RDO2 ... RD50
$username = "RD" + $i.ToString("00")

# WIS TR RL  SecureString (MLERER)
$password = ConvertTo-SecureString '"RD2024@"' -AsPlainText -Force

# B NL AR A IR

New-LocalUser -Name $Susername -Password $password -FullName $Susername -Description '""Research
Development User' -AccountNeverExpires

# BN EEMVIRIRAIFAE

Write-Host ""Created user $Susername"

}
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PowerShellfij&, HIIRERTMIER Branch-xx2 & Sales01~100({RE ¥ ) 50FE iRERE, TAET
SRMITZ.

for ($i=1; $i -le 100; $i++) {

$username = "Sales" + $i.ToString("00")

$password = ConvertTo-SecureString "Sales2024@" -AsPlainText -Force
New-LocalUser -Name $username -Password $password -FullName $username -Description
"Sales Department User" -AccountNeverExpires

Write-Host "Created user $username”



BIMRE B HRE MEEHEARNEK B 22—, #WiESL A <RemoveUser.ps1>
PowerShellfii4&, HIi#ErTMER Branch-xx2 {#Fi#& Sales01~100({B 88 )3 50{EiRESR, FA5F
ARERTZ.

EN %5 E3EE: Windows PowerShell - O X

:\Users\Administrator> $removelUsersScrip

PS C:\Users\Administrator> Set-Content
PS C:\Users\Administrator>
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PowerShellfij&, HIIRERTMIER Branch-xx2 & Sales01~100({RE ¥ ) 50FE iRERE, TAET
SRMITZ.

#BI—BNARNENF SR, HEREWAL RemoveUser.ps1
$removeUsersScript = @"

# MR Sales {RBUIRIE (Sales02, Sales04 ... Sales100)

# BB 2 BAth, BR +2, T RBEES;EE 100 A1
for ("$i=2; "$i -le 100; "$i+=2) {

# RS2 8 LRI R, 483 Sales02, Sales04 ... Sales100

“$username = "Sales" + *$i.ToString("00")

# MR EEAERR (MERMETERER)

Remove-LocalUser -Name “$username

# BHMRERI RS

Write-Host "Removed user ‘$username"”

}
@

# H LEMMANEWARER: <scriptPath>\RemoveUser.ps1
Set-Content -Path "$scriptPath\RemoveUser.ps1" -Value $removeUsersScript
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=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiasR%s 50GB

2 Oracle VirtualBox &S

BmE)  WEM)  HEAM)

Fi7E55E(0)... CHl+G n n

EE W FERAZE (E). .
oxX

=] >
L y work with your computer

iREEE(H)... ™
FEFIEEE(R)

#=H(Q) Ctr+Q  ation or cloud formats

Refer to the VirtualBox documentation or press F1 for help.

Visit virtualbox.org to download test builds, access the source code, and more.
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0" VirtualBox - Preferences

— K

Default Machine Folder D

VRDP Authentication Library J§ VBoxAuth

@A
VirtualBox B328 (V)  &k#iEs(M)

218
Extensions Ctrl+T

Home

Machines

AHBA(H)
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2 Oracle VirtualBox ZES
EEF) HIZ(M) HEA(H)
#r18(N),/ Oper

Get started with VirtualBox

Configure VirtualBox Manager to work with your computer

Create a3 new virtual machine (VM)

Open a saved VirtualBox VM

Import a VM from open virtualization or cloud formats

Refer to the VirtualBox documentation or press F1 for help.

Visit virtualbox.org to download test builds, access the source code, and more.
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2 New Virtual Machine

W Virtual machine name and operating system

VM N2mic™ Business-01

VM Folder = D:

120 Image \\Fedora-Workstation-Live-x86_64-38-1 5.is0|
0S Linux
0 Distribution Fedora

UZ Version Fedora (64-bit)

[ ] Prot gith linstandad Inchalbsis

D Set up unattended guest OS installation

D Specify virtual hardware

> Specify virtual hard disk

[ FERS(F) | ERE(C)
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2 New Virtual Machine

> Virtual machine name and operating system
D Set up unattended guest OS installation
- Vv Specify virtual hardware

B M 10y 1 e —— 4096' MB

dzi=istsi=tat=intsi=tatnivtsisintsi=tattntstatatnbat 1505 1

4 MB 131072 MB
Number of CPUs =——————

1CPU 28 CPUs
(] Use EFI

> Specify virtual hard disk

2HBA(H) [ FER(F) | | EEE(C)




=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiasR%s 50GB

> Virtual machine name and operating system
> Set up unattended guest OS installation
> Specify virtual hardware
=1 W Specify virtual hard disk
© Create a New Virtual Hard Disk
BB IRABILIETIA] -
D:\Business-01\Business-01.vdi
Disk Size —
4.00 MB

-Hard Disk File Type and Format

VDI (VirtualBox fizfgeai%) ) TREERETEREAINF)

O {FREAE ERHNBIEFR(S)

() Create Virtual Machine Without a Virtual Hard Disk

HBA(H) [ (R | EBAE©




=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiasR%s 50GB

LTV %R

GRUB wversion 2.06

‘ | Start Fedora-Workstation-Live 38

Test this medila &« Startc reaora-Workstation-Live 38
Troubleshooting —->

Use the T and ! keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands

s

before booting or ‘¢’ for a command-line.

BONIT #NE DS @ Orghtcul




=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiasR%s 50GB

LTV =E

Welcome to Fedora Aug 19 08:09

. Welcome to Fedora!

This live media can be used to install Fedora or as a temporary system.
Installation can be started at any time using the install icon in Activities.

Install Fedora...

.h{ r

Not Now

BT S 6 B Right ctrl ;



=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiasR%s 50GB

i)

Activities 6 Installto Hard Drive Aug 19 08:08

—

fedora
WORKSTATION

=

=iE A

FEDORA 38 &5
REN !

EXiD(ER FEDORA 38 ©
B EREEESRE ?

iz Mandarin Chinese fEERX (RE)

duyeall Arabic HERX (87)

ERPX (PEARANBDEBHTHE)

English English
Francais French
Deutsch German
BARE Japanese
Pycckuit Russian
Espariol Spanish
Afrikaans Afrikaans
A9ICE Ambharic
ST B ins i

BONF &NE LS & B Rt cal ;



=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiasR%s 50GB

B

8% #aE @i A =E

Activities 6 Installto Hard Drive Aug 19 08:08

RREE FEDORA 38 &
REN !

FH{LE8TE

288 (K) D) 4B MAIED)
@ HFEEE (EEE) EEEEHRESS
RSMSLEIA(T)
TM/EIL BE

fedora
WORKSTATION

=

A ERATESEZE, SEEnEEStERMEE,



=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiasR%s 50GB

@8 LITPN EE

Activities ® Installto Hard Drive Aug 19 08:09 P DO

FEDORA 38 T

S HY

FENCRETENBRRE. BIGRTIEEN "MARTE, REALE , HAIBTASHATT.

AIBIRISAR
50 GiB

<

ATA VBOX HARDDISK
sda / 50 GiB =]}
BT E BB FIEFE UL EAREITHEE,
PRI SRR R

DOARHEE(A)...
BB EENE Bl RN TREE,
RERERES
(o =L(V)] B:7(C) iEREET (Blivet-GUI)
EBRR LRSS ERIBRER(M)
e
INSBHATEHHE),

FEREEY ST aRg I\ S3(F)... EIRER 1 EB6FEE ; 2SN : S0 GiB ; g : S0GiB EER)..

BOorF SWE NS &0 Riht el ;




=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiasR%s 50GB

2

8% #aE @i L7 =E

Activities 6 Installto Hard Drive Aug 19 08:09

_
- ‘r RS FEDORA 38 %2
kap !

ALIGTE E3

@ $HE8(K) LU ERAIE(D)
PER (HEE) EEEEHHES S
RSB B HA(T)
TM/EILBE

fedora
WORKSTATION

=

RIAZRE(B)

BT S & B Right ctrl ;



=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiasR%s 50GB

£ Oracle VirtualBox 25

BE(F)  WEN)  eeEe)

d &6 &8 =

Business-01
: Fedora (64-bit)

Business-01

1et:
TEiEEs:

mfEiEEs: {2

FHEs: IDE

DE F£32F 0: [Fri#4¥] Fedora-Workstation-Live-x86_64-38-1.6.is0 (1.96 GB)
135 SATA

SATA 18 0: Business-01.vdi (123, 50.00 GB)

k=3

FiHBEENTET:

EHIIEE: ICH AC97

[l

4+ 1: Intel PRO/1000 MT Desktop (NAT)
# uss

EJ_’SBF ﬁ]s;';: OHCI, EHCI

oo maon




=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiasR%s 50GB

# Business-01 - Settings

VM Name Business-01

0S Linux
0S Distribution Fedora
0S Version Fedora (64-bit)

F¥
EiwtR(M)  RIREB(P)  ImEL)

gase Memory = ® 4096 Mb

4 MB 131072 MB
Boot De vice Order (BIOS only) B e
= ee O
HREERK () O #*¢
() & 183

Chinset DITX3

EHE T mE

RABA(H)




=4 Virtualbox, B3 Fedora Linux IREE#E## Business-xx
EiasR%s 50GB

& Business-01 - Settings

s
A+l AE+F2 HER3 HEF4

BRI+ (E)
Attached to MEREHEIHEF v
Name VirtualBox Host-Only Ethernet Adapter
Adapter Type Intel PRO/1000 MT Desktop (82540EM)
Promiscuous Mode 3E43
MAC Address 080027103826
virtual Cable Connected

USB
EIHE

HREERK MR 1 GEIEE 2 GEER 3 GEIEE 4
ERE AT () RiFAseIH8(E)
AL $HBA(H)




EWRFEH. THE8

e T

18 LTV

Fedora Linux 38 (Workstation Edition)
Kernel 6.2.9-380.fc38.x86_64 on an x86_64 (tty3)

fedora login: root

[root@fedora ™J# _

{5 HostnameCtl B T#4 15

# hostnamectl set-hostname Business-xx



38 Sk )
E;

R

EWRFEH. THE8

s 18 A =iE Eekl

[rootBfedora ~1# ifconfig

Iean$3:

f lags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 15600

inet 18.8.2.15 netmask 255.255.255.8 broadcast 18.8.2.255

inetb fe8B::6551:2d42:a8c9:d486f prefixlen 64 scopeid Bx28<1ink>

inetb £d17:625c:fB37:2:98d7:5d54:e51:7a9 prefixlen 64 scopeid BxB<global>
ether|08:88:27:18:38:26 | txqueuelen 1888 (Ethernet)

BUTES 326346486 (311.2 MiB)

RX pacKets 2z9655

RX errors B dropped B8 overruns B8 frame @
TX packets 22583 bytes 1514991 (1.4 MiB)
TX errors B dropped B overruns B carrier @

collisions @

il udev EEFATE

&#
ig

i Licii:) A
setcsudevsrules.d/90-eth.rules

GNU nano 7.2

ATTR{address}=="08:00:27:10:38:26" ,NAME="Eth0"

# nano /etc/udev/rules.d/90-eth.rules

ATTR{address}=="Mac Address”,NAME="EthQ”



EWRFEH. THE8

BT RR

# reboot

e

BE THds a8 LTV 1y AHEH

Fedora Linux 38 (Workstation Edition)
ernel 6.2.9-300.fc38.x86_64 on an x86_64 (tty3)

usiness-01 lpgin: root
assword :

ast=tegin: Tue Aug 19 21:04:01 on tty3
frooceBusiness-01 T1# ifconfig
‘Etho: flags~4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1500

ineét 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255

inetb fe80::c?e?:487f:9868:694e prefixlen 64 scopeid 0x20<1link>

inetb fd17:625c:f037:2:196c:e2fc:aBd3:3ceS5 prefixlen 64 scopeid Ox0<global>
ether 08:00:27:10:38:26 txqueuelen 1000 (Ethernet)

RX packets 35 bytes 5147 (5.0 KiB)

RX errors 0 dropped 0 overruns 0 frame O
TX packets 77 bytes 8921 (8.7 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0



SHEMER ASTREE

a8

8A19H 22:27

Q WmAMES




SHEHE ASTREE

iE H8H

8A19H 22:31

HYGH(C) IR

SEEH  B5 P IPv6 T2l

IPv4 75i%k E &) (DHCP) REFHER

-

DEREM B

firhik

T T HER NS T

172.16.1.100 255.255.255.0 172.16.1.254

[172.16.1.254{

SaAIE 3% () 53R IP {75t

FHES




SELinux

e
BE tHda fet TTVN zE

[root@Business-01 "~ 1# getenforce

nforcing
[rootPBusiness-01 ™ 1#

#FF SELinux &

# getenforce

Fedora EAFBBA AL SELinux R, ~FEMEESNXE, BEEFNAIZEER,



ByuERAE

##37 AIOTO1 ~ AIOT10 {ERHE
# groupadd AIOTGroup

3L AIOTO01 ~ AIOT10 (&

# nano users.sh

seq -f “"#02¢g" 1 1 10

useradd —-g AIOTGroup -s /binsbash "AIOT"
echo "AIOT2024@" | passud ——stdin “AIOTY

# sh users.sh



RISSHIRT, EIERIRS 2424, {EREF AIOTO1 ~ 10 ERAEER, TR root A

#A SSH et
# nano /etc/ssh/sshd_config

EE! =2 ssh_config

EHEF AIOTO1 ~ 10 FHEES

Al lowUsers AIOTO? AIOT10

AllowUsers AIOTO? AIOT10

AR root BA

PermitRootLogin no



RISSHIRT, EIERIRS 2424, {EREF AIOTO1 ~ 10 ERAEER, TR root A

HEOEEIEA 2424

Port 2424_

# semanage port -a -t ssh_port_t -p tcp 2424

E B SSH Server

# systemctl restart sshd



R HTTPS IR

&t Web Server
# yum install httpd

ER%E htpasswd
# htpasswd -c /etc/httpd/.htpasswd root

[root@Business-01 ~1# htpasswd -c setc/httpd/.htpassud root
ew password:

e-type new passuword:

Adding password for user root

[root@Business-01 “1# cat setc/httpd/.htpassud
oot :Sapr1$KC4MKhk4SgP0/obWW Y27 f2gdxb3Z23u1
[root@Business-01 ~1# _




R HTTPS IR

BiI SSL &8 [ req }

distinguished name

#vim /etc/ssl/cert.cnf req_extensions
prompt
BENAENNE [ reasn )
= = ST=TW
SR BERER -
W
= TW
# openssl req -new -nodes \ e ks
-sha256 -utf8 \ emailAddress = root@tcivs.edu
-newkey rsa:2048 \ = ren extl
keyout /etc/ss|/private/tcivs.key \ L
y i P ’ y keyUsage = digitalSignature, keyEncipherment
-out /etc/ssl/tcivs.csr\ i T o T
-config /etc/ssl/cert.cnf [ alt_names ]

DNS.1 = linux.tcivs.edu
DNS.2 = old.tcivs.edu




R HTTPS IR

[ Branch-01 BHEERE
B ER

EREFMARERARERARSE - B7 B4 APRNEMBLAES « SULIERRER BN S BREBAMBTNG S - SFW/MN B8B4G -
PARARISRZE KAV SRS MEIRATEM LR TIF -

Sl UERIS AN, - TRSRIEMEN (CA) &R - BREGWEBRHFHE (CRL) - AERH MEZRAORE -

NF AR Active Directory RBIRIEME L EN - 552/ Active Directory BB

EBETE
ERED




R HTTPS IR

[ Branch-01 BR§E&E

EREGE

*ﬁﬁﬁmﬁﬂ

16 BB EK -




R HTTPS IR

[ Branch-01 BR§E&E

fER R R R B EK

MRTEGE CARZ—ECRENEX B4 [CRENER) ARG - i EINIIGERFES (HIi0: 4856 k3%) /) Base-64 #H# CMC 3 PKCS
#10 BBk - o PKCS#7 B &KL -

CEFIYESR:

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

B A

HAbgEE:

Attributes:




R HTTPS IR

[ Branch-01 HEERE

RRBERRABHER

MREEE CARRZ - BERTHNEX - € [SRTZKR] SRS - i ESNIRERRTEL (BIi0: BERERR) £ Base-64 & CMC = PKCS
#10 RAEKAE « 5L PKCS #7 B TR -

Ok

ertificate request
(CMC or fQFgoeABOnublKr
PKCS#100or |[-———- END NEW CERTIFICATE REQL

PKCS #7):

Attributes: J

ez >



R HTTPS IR

[ Branch-01 HEERE

BRECRL

MERAEZBC R -

® DER & 3 OBase 64 &Rl

FER
T 8RR S
LLE R Log e

# openssl x509 -inform der -in certnew.cer -outform pem -out /etc/ssl/tcivs.crt
TEHEE EE RS



R HTTPS IR

<VirtualHost *:443>

ServerName old.tcivs.edu
§§ SSL Eﬁ DocumentRoot " var/wuusold"
. RedirectPermanent / https://192.168.240.200_
# yum install mod_ssl SSLEngine on
SSLCertificateFile “setcs/ssl/tcivs.crt”
— = SSLCertificateKeyFile “setcs/ssl/privatestcivs.key”
ﬁﬁ HTTPD Egﬁﬁ {/VirtualHost>
sia = <VirtualHost »=:443>
EEENBWA DocumentRoot "' var/wwuw/linux"
ServerName linux.tcius.edu
; SSLEngine on
SSLEﬂg I_n_e on ) SSLCertificateFile “"setcs/ssl/tcivs.crt"
SSLCertificateFile SSLCertificateKeyFile “setcs/ssl/private/tcivs.key”

SSL CertificateKeyFile <Directory “var/www/linux">
AuthName "Private”

AuthType Basic
ECHE 80, 443 AuthUserFile “/etc/httpd/.htpassud”

Require user root
isten 80
Listen 443_

<{/Directory>
</VirtualHost>




Fo B I8 B R A i

BAR HTTPS ( FE Port 443 ) ;&E4&
# firewall-cmd --add-port=443/tcp --permanent

B HTTP ( i Port 80 ) E#§
# firewall-cmd --add-port=80/tcp --permanent

FiK SSH E#R (REE X TE Port 2424)
# firewall-cmd --add-port=2424/tcp --permanent

EHMA A EFARE

# firewall-cmd --reload

# firewall-cmd --list-ports

[root@Business-01 " 1# firewall-cmd --list-ports

R ¢ il

i80/tcp 443/tcp 1025-65535/tcp 1025-65535/udp



Q&A
. REE

Email: me@kkocx.com

FouE
Email: Jake20031128@qgmail.com
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mailto:Jake20031128@gmail.com

T#

o M http://192.168.88.10/
M #8 http://tiny.cc/eher001



